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|. Materials of Interest NSDD Partnership&

Working Together to Prevent Nuclear Trafficking
The Office of Nuclear Smuggling Detection and Deterrence

] ] The potential for a terrorist
What NSDD is looking for: group or rogue state to

e Special Nuclear Materials (SNM) obtain nuclear weapons
m  HEU-Highly Enriched Uranium (>20% U-235) materials is considered one

= WGPu-Weapons Grade Plutonium (<7% Pu-240) o Fhe mos!: >erious th.reats
e : to international security.!
(prolific neutron emitter)

= U-233

® Weapons Indicating Materials
m  DU-Depleted Uranium (<0.72% U-235)

® Weapons Systems

But also:

® Other Materials Treated as SNM: Np-237, Am-241, and Am-243
® Radiological Dispersal Device (RDD) Materials: Cs-137, Co-60, etc.
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l. Minimum Detectable Quantity \spp partnership&

(MDQ)

Working Together to Prevent Nuclear Trafficking
The Office of Nuclear Smuggling Detection and Deterrence

® Definition: the amount of material required to set off an alarm. Depends
on many factors:

Local conditions

¢ background radiation levels, lane width, etc.
Conveyance type

¢ pedestrian, light vehicle, cargo container
Monitor settings

¢ threshold, algorithm

Source material and form

¢ metal, compound, isotopic composition

Desired detection probability and confidence
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Il. Minimum Detectable Quantity- yspp partnership&

Some Important Factors

Lower is better

Parameter
Background
Speed
Spacing

Alarm threshold (Nsigma)
Background suppression

Control Mechanisms

repave, collimate

speed bumps, drop bar
minimize at design phase
country manager, customs
collimate, repave

Working Together to Prevent Nuclear Trafficking
The Office of Nuclear Smuggling Detection and Deterrence

| [
Background Ve

1.5 //
QLo =
a
S /

0.5 //

/
0.0
0 500 1000 1500 2000 2500

Background (cps)

2.5

2.0

1.5

Spacing

/]

S

MDQ

=

0.5

0.0

- 5 6

Lane Width (m)

7

,. | NSigma //
2.0 /

e
=

0 4 g 12 16 20 24
Threshold (NSig)

nisiration

v (es

NN S,
=]

National Nuclear Security Adimir




Il. Factors in Neutron and NSDD Partnership&
Gamma Detection? T Ot ot s S Dot anct et

Threat sources may be small (compact) inducing low count rates
e Self-shielding (metals block their own gamma emissions well, U, Pu)
 Low gamma emission rates (HEU, DU)
 Low energy gammas easily shielded (HEU)

Threat sources may be externally shielded providing low count rates
e Shielded by cargo
e Shielded by design
* Background suppression

If we release low-sigma alarms, we may be releasing a threat source
e Quite large sources can be hidden from detection due to a
combination of the above factors

NIYSE
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1. Primary Inspection NSDD Partnership&

Working Together to Prevent Nuclear Trafficking

P ro b I e m St a te m e n t3 The Office of Nuclear Smuggling Detection and Deterrence

The number of occupancies that occur each year in the Nuclear Smuggling
Detection and Deterrence (NSDD) program® is large: ~100 million for the entire
deployed fleet

This leads to a very large number of gamma alarms and a considerable number of
neutron alarms, each of which should be addressed

m Gamma alarm rates: ~1 in 100

m  Neutron alarm rates: ~1 in 10,000

Given resource limitations, what can be done to reduce these numbers to
manageable levels without losing sight of detection goals, and

Can any of these alarms be adjudicated based on primary screening monitor data
alone? Short answer: gamma-no, neutron-yes.

NIYSE



I1l. Alarms in Primary NSDD Partnership&)

Working Together to Prevent Nuclear Trafficking

I n S p e Ct i O n - C a u S e 53 The Office of Nuclear Smuggling Detection and Deterrence

® Gamma Alarms

Naturally occurring radioactive material (NORM): vast majority of all alarms

Non-Intrusive Interrogation (NIl) Interference: not infrequent and often
problematic

Noise induced (internal relay, keypad, percussion, radio frequency): infrequent
occurrence but all have been observed

Radon washout: frequent occurrence but self-remedying (wait ~hours)

® Neutron Alarms

Cosmic ray-induced

Noise induced (PMFX pickoff box, connectors)
Percussively-induced, keyboard-induced alarms
Statistical false alarms-short background evaluation time

Real neutron sources (Pu, Cf-252, AmBe, PoBe, etc.)

NYSHE,
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1. Reducing Sensitivity to NORM?3 V'D'SDDPa“t”erSh'péb

The Office of Nuclear Smuggling Detection and Deterrence

® Energy window has been chosen to enhanced SNM detection
® Reduces sensitivity to NORM and DU
e Collimation applied to reduce background

= No collimation, acceptance angle is wide: 78° FWHM*

m  With collimation, it is about 42° FWHM

m  Reduces background radiation from surroundings

m  Reduces signature from extremes of extended NORM loads

® Redesign of collimator could improve results with minimal loss in detection
sensitivity

*Full width at half maximum
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NSDD Partnership&

I I I . Re d u Ci n g Se n S itiVity to N O R M 5 Working Together to Prevent Nuclear Trafficking

The Office of Nuclear Smuggling Detection and Deterrence

«— Spectra in PVT Detector (polyvinyl toluene)
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NSDD Partnership&

Working Together to Prevent Nuclear Trafficking
The Office of Nuclear Smuggling Detection and Deterrence

lll. Reducing Sensitivity to
NORM-Collimators>

Nuisance Alarm Rate (NAR) vs Minimum Detectable Quantity (MDQ)
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I1l. Alarm Handling-Neutron or NSDD partnership&

Working Together to Prevent Nuclear Trafficking

N e u t ro n / G a m m a The Office of Nuclear Smuggling Detection and Deterrence

Detain/
Follow
SOP**

*

Perform CAS

Neutron or Neutron-Gamma Secondary Operator Release
: ‘ Inspection Review

Assign
Disposition

Codes and
Release

[6]

1. If a neutron alarm occurs, send container through a different monitor for a second pass.
2. If a neutron alarm occurs again, it is highly likely a neutron source exists.
3. If no neutron alarm on second pass, it is highly unlikely there is a neutron source.

*Central alarm station
**Standard operating procedure

NS
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I1l. Alarm Handling-Gamma

NSDD Partnership&

Working Together to Prevent Nuclear Trafficking
The Office of Nuclear Smuggling Detection and Deterrence
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IV. Gamma Alarm Algorithm> NSDD Partnership&

Working Together to Prevent Nuclear Trafficking
The Office of Nuclear Smuggling Detection and Deterrence

Terminology

® Occupied: ultrasonic or infrared (break beam) sensor has been triggered,
starts measurement of vehicle or pedestrian

® Unoccupied: sensor is unbroken, background is updated

Process

® Background measurement: 20 s in duration and updated in 5-s pieces
when unoccupied (reported every 5 s)

e During occupancy, gamma measurement data is reported every 200 ms

e Every 200 ms, the rolling 1-second gamma count rate (S) is compared to
the background 1-second count rate (B)

e If the signal-to-noise ratio, SNR = (S-B)/V/B) exceeds the preset threshold
(N, Nsigma), an alarm is triggered

. = :\-f, 4 i
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samma sum (MU+ML+SU+SL)

IV. Gamma Alarm Example

Loaded Data

Events Start with Red & End with Blue Vertical Dashed Lines

NSDD Partnership

Working Together to Prevent Nuclear Trafficking
The Office of Nuclear Smuggling Detection and Deterrence

Occupancy
Pre-Occ.
Alarm

High

Low
Background

O
o
= NORM
A
\J
®

iNo Tamlper
| Neutron
Gamma

Alarm threshold

Threshold (Nc): N=7.0
°  Background: B =1380 cps
|, Src+bkgrate: S =2200 cps
i 6=+ B=37cps

(3]

SNR = (S-B)/ o = 22

Suppression

b I}

; || !
10:06:10 10_06_15

Oct 5 Mon 2009

15

In this case:

i =N
(S+NS+ TN+ WNS UolINaN

i ¥ —“3
Y S s T s e NES BRI SNR > N ¢ -> alarm
I
| ke
| . . ..
| Load activity was sufficiently
| +1  large to exceed suppression
: INo Tamper
| : well and surpass the alarm
I S ) L . S Ny S | e Lo -0
10:06:20 10:06:25 10:06:30 10:06:35 threshold
Time
NS
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Sum (MU+ML+SU

Gamma

IV. Background Suppression NSDD Partnership©O&

Exa I I l p I e The Office of Nuclear Smuggling Detection and Deterrence

Loaded Data
N Events Start with Red & End with Blue Vertical Dashed Lines Threshold (No): N=7.0
7.0
e | Background: B = 1630 cps

2000, | Oceupancy O el Alarm threshold -

Pre-Occ___ ¢ , 7.7 kph - Src+bkg rate: S =950 cps

Alarm ] |11.00 sec L |
1800 | High A {No Tamper : +6.0

Low \J g
500 _PBackaround @ ! : o 95 c=VB=40 cps

] 50 £
) | =
1400 : 145 § SNR = (S‘B)/ o= '17
. | 2
1200 l 40 3
: 35 & In this case:
| i3t
= | NeuBGAW. | SNR < N o -> no alarm
Sl i e e e e e e e e e i g e e e T A ST e e S e sl e e N e e e 25 w
. £
. —— Neutron =l . e . .
600 o 20 Load activity insufficient to
T8 exceed the alarm threshold
400 [#27 (data)
[6.4 kp 1.0
s 2. 608 Ny BG .
: 105 Suppression greatly
0 b L | " reduces sensitivity
0:41:50 0:41:55 0:42:00 0:42:05 0:42:10
Sep 30 Wed 2009 Time
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IV. Background Suppression  \spp Partnership

Working Together to Prevent Nuclear Trafficking

Frequency

D i St ri b u t i O n 5 The Office of Nuclear Smuggling Detection and Deterrence
Container trucks . Stream of commerce suppression distribution
Container trucks varies lane to lane and with time
Heavy Light 0.1
-~ | Appears to have three modes consistent
s with: light vehicles, empty or lightly loaded
containers, and heavily loaded containers
0.001
Container trucks
0.0001 1, Light
- 2 0.1
e R Light vehicles
-0.8 -0.7 -0.6 -0.5 -0.4 -0.3 -0.2 -0.1 0.0 0.1 0.2 -
Suppression Fraction E 01
Empty container & trailer: 20-25% supp. %
- 0.0401
Collimation helps mitigate the negative
effects of background suppression by |
reducing background levels (suppression 08 07 06 -05 04 -03 02 01 00 01 02
as a fraction little changed) 2 4o naann Suppression Fraction
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V. Neutron Detection
Algorithm-Truncated SPRT

NSDD Partnership

Working Together to Prevent Nuclear Trafficking
The Office of Nuclear Smuggling Detection and Deterrence
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V. Neutron Detection Algorithm-  nspp Partnership&

Working Together to Prevent Nuclear Trafficking

5 The Office of Nuclear Smuggling Detection and Deterrence
runcate

Sequential Probability Ratio Test (SPRT) is a hypothesis test in which
the sample size is not determined in advance

Non-threat radiation level population mean: K,

Threat radiation level population mean: My

Null hypothesis (H(): radiation levels consistent with background

Alternative hypothesis (H): radiation levels consistent with threat

Type l error (a): Choose H; when Hj is true (false positive)

Type ll error (B): Choose Hy when H; is true (false negative)

NS
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V. Neutron Detection Algorithm-  \spp partnership&

Truncated SPRT?

Working Together to Prevent Nuclear Trafficking
The Office of Nuclear Smuggling Detection and Deterrence

= Radiation detection process is well-modeled by a Poisson distribution

= Series of measured values are used to determine whether Hy or Hyis
most probable given the chosen limits for o and

Series of measurements:

Probability ratio:

Check value of f(x4, x5, ...

20

X1, X2, .o Xn

(xq1tx2+:+xn)
1

-n (xq1tx2+:+xn)
e "Hop

e iy

f(x1, x5, ... x,,) =

X, ) after each measurement
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V. Neutron Detection NSDD Partn ership&
Algo rith m-Tru n Cated S P RTS The Oﬁici of I?.Iuclear Smuggling Detection and Deterrencg
Three possibilities:
1)  f(xq, x2, ... x5) <A - H, (background) A= %
2) f(xq, xX2,..x,)>B -> Hj (threat) p=1#F

(44

3) A<f(xq, x5, ... X;) <B => Indeterminate (take another sample)

= The test is known to terminate though the sample size may be large
depending on the parameter choices

= Truncation can be used to ensure the test (measurement) terminates after no
more than a preset sample size

= e —7dl
¥
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V. Neutron Detection

Algorithm?

NSDD Partnership

Working Together to Prevent Nuclear Trafficking
The Office of Nuclear Smuggling Detection and Deterrence

= == =

SPRT Neutron Count Profile - (]
[ CopyGraphtoClipboard | [ CopyDatatoCipboard | [  Print | [ ok ]
Mean: 8.58603 5D: 3.43736 SD/SQRT(Mean): 1.17308
SPRT Neutron Count Profile
(Master Upper) (Master Lower) Slave Upper Slave Lower (M
[ ] A
Non-Noisy Al

One decision per second:

| = indeterminate
B = background
A = alarm

Sequenp‘al Probability Ratio Test
9 | Alarm '2

(-]

y
g ,/>( i
6 : SR AR i
5 \ﬁ .
O 5 -
'~
§4— — =
3 —-—-—-—-—-—-‘—-—-—-—--—s..-.wfl‘
23 :
)
i |
0 |

-
o
=
N

L A U — o

Look for an “A” in
the replayed non-
noisy data (red line)

If there is no “A”, alarm is
likely due to noise

Neutron alarm algorithm with all data (blue) and without noisy data (red).
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VI.

Important Factors- NSDD Partnership&

Working Together to Prevent Nuclear Trafficking

I n Sta | I i n g PO rta I IVI 0 n ito rS The Office of Nuclear Smuggling Detection and Deterrence

23

Pillar spacing: the space between the two pillars of the portal monitor; it must be wide
enough for safe passage of a container on a trailer, but narrow enough to maintain a low
MDQ. NSDD standard spacing is 4.6 m

Drive-through speed: increasing the speed will increase (worsen) the MDQ. NSDD
standard speed is 8 km/h (5 mph)

NSigma setting: must be high enough to ensure adequately low FARs and nuisance
alarm rates from NORM. (see OC curve)

Background: the threshold for 1 false alarm in 1000 occupancies is about 4Vbackground;
therefore, the higher the background, the higher the MDQ. NSDD minimum threshold is
4 to keep FAR below 1 in 1000 occ.

Background suppression: vehicle blocks background radiation when it enters a monitor.
This is a very large effect that reduces sensitivity.

NSDD specifies that instruments must meet sensitivity and FAR requirementsin a
background exposure rate of 20 uR/h (and therefore must be tested/evaluated in a
background of 20 uR/h).

. = :\-f, 4 i
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VI. Important Factors- NSDD partnership&

o . 5 Working Together to Prevent Nuclear Trafficking
I n Sta I I I n g PO rta I IVI O n Ito rS The Office of Nuclear Smuggling Detection and Deterrence
Lower is better 20 ' : /
Background
Parameter Control Mechanisms e /
¢ Background repave, collimate /
¢ Speed speed bumps, drop bar gLo //
. L . =
¢ Spacing minimize at design phase A
0.5
¢ Alarm threshold (Nsigma) country manager, customs //
¢ Background suppression collimate, repave 0.0
0 500 1000 1500 2000 2500
Background (cps)
2.5
| | 3.0 I
.o | Spacing /| .. | NSigma /
/ d
15 Ve 2.0 /
g / A
o gis
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/ E1.[) e
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VIil. RPM Parameters-Gamma NSDD Partnership

Working Together to Prevent Nuclear Trafficking
The Office of Nuclear Smuggling Detection and Deterrence

B Detects malfunction: fault triggered on
Fil Model -~
R low count rate
General Information  Source Information  Parameter Settings  Senstivity Measurements  &lamm System Checks
Gamma Detects malfunction or creeping bkg:
Gamma Low Threshold High Background Faut Leusbebi={"] fault triggered on high count rate
Gamma High Threshold 1]-—" Max Intervals 5 O
rtervals (200ms) > D s iy = Decision time: number of intervals
Occupancy Hold-n (200ms intervals) 5 O Zmax Value 1200 [
N*Sigma Sequence Number 2 O
Detectors on line / Single or Dual Pillar 12 O (,/S) O
(LLD) Lower Level Discrimination (M/S) 0.063 [] Upper Level Discrimination (M/5) Detection threshold: number of sigmas
(ULD) Upper Level Discrimination (M/S) 0455 [] Neutron Enable on [ above background
Gamma Background Averaging {sec) 20 Meutron Background Awv: | [l
Background N"Sigma 0 Voltage window for pulse height
Vanance Test Pass discrimination: about 20-180 keV
Sum Horizortal  Wertical Single 1 . 1
Algorithm (Sum enly) [] On on Jon don Communications Software Manufacturer RCS ~ S~ DeteCtIon threShOId. number Of SIgmas
Profiling IJ T ) Communications Software Version I:I above baCkground
Relay Output [ On L i Temperature (DegC) l:l

Alarm on various summed counts (1 decision each/200 ms)

Sum: ML+MU+SL+SU Vert: ML+MU and SL+SU
Single: ML, MU, SL, and SU Hor: ML+SL and MU+SU a
NS

National Nuclear Security Administration
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VIl. RPM Parameters-Neutron  NSDD Partnership ASAJ

The Office of Nuclear Smuggling Detection and Deterrence

ol
File  Model Detects malfunction or creeping bkg:
General Information  Source Information  Parameter Settings  Sensitivity Measurements  Alamm System Checks / fault triggered on high count rate
Gamma Neutron /
GammalowThreshold [ | High Background Faukt Level 50 D// Decision time (max): number of intervals
Gamma High Threshold l:l Max Intervals 5 O . .
yeeovels 200ms) s O ipha Vilue ] Type | statls.tu.:al erro.r..false alarm rate
Cecupancy Hold-in (200ms intervals) 5 O Zmax Value 1200 [ (FAR) per mI"IOh dECISIonS.
N*Sigma |:| Sequence Number 2 O
Detectors on line / Single or Dual Pillar 12 O Lower Level Discrimination (M/S) 0.504 [ Voltage Window for pulse height
.[LLD} Lower Level Discrimination IEMIS} 0065 [ Upper Level Discrimination (M./S) 504 [ discrimination
(ULD) Upper Level Discrimination (M./S) 0455 [ Newtron Enable on [
Gamma Background Averaging {sec) 20 O Meutron Background Averaging (sec) 120 D\ BaCkgrO u nd ave ragi ng ti m e; i m po rta nt
Background N'Si 0 O
. to have at 120 seconds to keep FAR low.
Wariance Test Pass []
Sum Horizortal  Wertical Single
Algorithm (Sum enly) [] On on Jon don Communications Software Manufacturer RCS ~

Profiing (] On Communications Software Version I:I
Relay Output [ On Temperature (DegC) l:l

NYSEH
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Extras

NSDD Partnership

Working Together to Prevent Nuclear Trafficking
The Office of Nuclear Smuggling Detection and Deterrence
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NSDD Partnership&

Extra: Alarm Handling-Gamma’  ierm e to rovert itiear marions

The Office of Nuclear Smuggling Detection and Deterrence

Recommended CONOPS for Containers or Large Trucks

15m 3m 1.5m 1.5m 3m 3m 3m 15m

A
hd

20-ft Container 40-ft Container

I\/I I I [ [

RIID locations for 2-minute measurements

Containers — use three-step process with RIIDs

1. Step scan with 120-s measurements at indicated locations, always use Detective
or Micro-Detective when available

2. Search as trained — 20 cm/s, use any instrument but a pager; this search may find
streaming paths

3. ID at any hotspots with Detective or Micro-Detective

NS
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Extra: Gamma Spatial Response  nspp paﬂnership&

Working Together to Prevent Nuclear Trafficking

F u n Ct i O n 3 The Office of Nuclear Smuggling Detection and Deterrence

——No Collimator
——4" Collimator

6" Collimator
~———9" Collimator

Normalized Net Count Rate (cps)

4.0 3.0 -2.0 -1.0 . 0.0 1.0 2.0 3.0 4.0
Source Location (m)

Lane center Source
®

Down (639) R — _____—— Collimator

Backshield Detector

NS4
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Cumulative Distribution
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Extra: NORM Activity
Distribution in Commerce®
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NSDD Partnership&

Working Together to Prevent Nuclear Trafficking
The Office of Nuclear Smuggling Detection and Deterrence

3.6 million occupancies
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Extra: Special Nuclear/Weapons  nspp Partnership&

Working Together to Prevent Nuclear Trafficking

I n d i Ca t i n g IVI a te ri a I 3 The Office of Nuclear Smuggling Detection and Deterrence

The term special nuclear material means plutonium, uranium enriched in the

isotope 233 or 235, any other material the commission...(Atomic Energy Act of
1954)

- DU and normal uranium of any assay may be used in weapons (RDD7)

- DOE requires separated Np-237, Am-241, and Am-243 to be treated as SNM (DOE
M471.4-6)
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NSDD Partnershi
R e fe re n C e S Working Together to Prevent NucfeEr Trafficking

The Office of Nuclear Smuggling Detection and Deterrence
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